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Set up 2-step verification for
Office 365

Applies To: Office for business, Office 365 Admin

Once your admin enables your organization with 2-step verification (also called multi-factor
authentication), you have to set up your account to use it.

By setting up 2-step verification, you add an extra layer of security to your Office 365 account.
You sign in with your password (step 1) and a code sent to your phone (step 2).

1. Check whether your Office 365 admin has turned on multi-factor authentication for your
account. If they haven't, when you try to do these steps you won't see the options in Office
365.

2. Sign in to Office 365 with your work or school account with your password like you
normally do. After you choose Sign in, you'll see this page:

1] Office 365

For added security, we need to further verify your account

alberta@contoso.com

Your admin has required that you set up this account for
additional security verification.

Sign out and sign in with a different account
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3. Choose Set it up now.

4. Select your authentication method and then follow the prompts on the page. Or, watch the
video to learn more.
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Additional security verification

Step 1; How should we contact you?

5. After you verify your alternate contact method, choose Next.

6. You'll get an app password that you can use with Outlook, Apple Mail, etc. Choose the

copy icon to copy the password to your clipboard. You won't need to memorize this
password.

Additional security verification
Secure your account by adding phone verification to your password. View video to

Step 3: Keep using your existing applications

In some apps, like Qutlook, Apple Mail, and Microsoft Office, you can't use a phor
password® to use in place of your work or schoal account password. Learn more

Get started with this app password:
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7. Once you complete the instructions to specify how you want to receive your verification

code, the next time you sign in to Office 365, you'll be prompted to enter the code that is
sent to you by text message, phone call, etc.

To have a new code sent to you, press F5.



] Office365

For added security, we need to further venfy your account

How do you want ws to verify your account?
alberta@contoso.com
Teut me at +X J0000000E3

We've sent you a text message with a verification code.

h‘.‘.ﬁr verification code

Sign in

We strongly recommend setting up more than one verification method. For example, if
you travel a lot, consider setting up Microsoft Authenticator for your verification method.
It's the easiest verification method to use, and a way to avoid text or call charges.

To use the app password in Outlook

You'll need to do these steps once.

1. Open Outlook, such as Outlook 2010, 2013, or 2016.

2. Wherever you're prompted for your password, paste the app password in the box. For
example, if you've already added your account to Outlook, when prompted paste the app
password here:


https://support.office.com/en-us/article/setting-up-microsoft-authenticator-1412611f-ad8d-43ab-807c-7965e5155411

Microsoft Qutlook

Connecting to jakob@weewalter.me

| Jjakob@weewalter.me |

| S0 BBBRBRRRRBRS |

Remember my credentials

3

Ok Cancel

3. Or, if you're adding your Office 365 account to Outlook, enter your app password here:

Auto Account Setup
Outlook can automatically configure many email accounts.

(®) E-mail Account

Your Mame: Jakob

Example: Ellen Adams

E-mail Address: jakob@weewalter.me

Example: ellen@contoso.com

Password:

Retype Password: ***************‘1

Type the password your Internet service provider has given you.

4. Restart Outlook.

Tip: You can have more than one app password for your Office 365 account, for example, if you
want one for Outlook and another for a different application. To generate another app
password, see Create an app password.





